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ver had a cyber security assessment?




A Cyber Security
Assessment 1s a
detailed examination
of digital information
‘systems to assess
potential
vulnerabilities and
define future network
security needs.



Three Different Assessments

> $500,000 for the assessment of
select State Agencies.

» Award each county up to
$10,000 to conduct a Cyber
Security Assessment of the
counties network.

> Requested $100,000 from
Homeland Security to produce a
Business Continuity Plan for MS

Department of Finance and
Administration and MEMA.




State Agency Assessments

» In 2004 the Office of the State Auditor applied
with Homeland Security for $500,000 to contract
with I. T. Security Companies.

» Perform cyber assessments of state agencies.

» Primary purposes were finding and correcting
the security of the following agencies network
and help establish control policies for each
agency and their network.

» A summary of all of the agencies provided
valuable information of each agency as well as
the Office of the State Auditor’s EDP section.

» The Supreme Court requested funding from
this Grant in the amount of $50,000 contract with
ITS to develop a Court Docket Management
System outlining goals for the all of the courts for

Mississippi.

DFA

DPS

MDOT

ITS

DHS

MS Dept of Agriculture
LBO

MDA

MEMA

Bd of Medical License
MDOC

MPSC

SOS

PERS

MS AGO
MS Dept of Health

MS Supreme Court

MS Dept ot Archives and History
MS Dept of Banking

MS Dept of Wildlife

MS Tax

MS Dept of Ed



County Assessments

» The Office of the State Auditor
requested funding from the Department
of Homeland Security to award each
county up to $10,000 to conduct a Cyber
Security Assessment of the counties
networks.

» Of the eighty two counties all but four
participated in the assessments.

» These detailed reports were used as a
blue print for where the counties were in
technology and where they needed to be.

» Most Of the counties were cash
strapped and could never have afforded
this service.



Business Continuity Plan

» The Office of the State Auditor
requested $100,000 from Homeland
Security to contract with Ciber to
produce a Business Continuity Plan for

MS Department of Finance and
Administration and MEMA.

» This plan outlined what needed to be
done in case of any type of disaster.

» This was an extremely valuable
project in that it defined who needed to
be involved in order to get State
government functioning a quickly as
possible.




Providing vital information
in the time of a national
disaster or terrorist attack

will depend upon our
technology and its

connectivity.







THE IMPACT OF ILLEGAL IMMIGRATION ON MISSISSIPPL:
COSTS AND POPULATION TRENDS

PHiL. BRYANT
STATE AUDITOR

A report from the Perfonnance Audit Division
#102
February 21, 2006
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LPD: Illegal alien faked thousands of IDs

March 14, 2007 04:14 PM CDT

An illegal immigrant is in jail after allegedly falsifying thousands of immigration and Social
"o rards in Jones County. And one of the identities stolen might have been yours.

// ‘ o =~ far the misuse of Social Security cards. Authorities say
01t /ﬂ”}gfiﬂf{y/ﬂjj ! - "1, starting calling to say that the IRS was

IEEIlhr_
cards could have ..

* )
”’f” ffﬂ/éﬂmgﬁf/za t‘lf yaz/rs

jail," Reeves says. "These particular cards a Iot of thew,,
numbers on the cards, so If could very well be someone lecally wiuo_
being used in this case.”

Laurel police say they don't have the autherity to arrest illegal immigrants working or lw:ng in
the U.S. with stolen or improper documentation. That's a matter for federal agents to handle.



Top Twenty Categories of Crimes
{mumber of aliens removed and % of total criminal aliens. rapking based on FY 2003}

Chstiueting Judiciary ate.

—

Y 2004 FY 2005
Total 83,770 100 TE 87 100
Dangerous. Draps 32326 38 30810 39
Imrmgration 13,206 15 11,423 15
Aszamlt 2193 11 B, 5357 11
Burglary 3,251 4 2.9%0 4
Robbery 2,790 3 2,760 4
Sexaal Assault 2,701 3 2487 3
Larcemy 2,689 3 2371 3
Farmly Offenses 2399 3 1,922 2
Sex Offences 1.54]1 2 1,804 2
Stolen Velncle 1,715 2 1,586 2
Weapon Dffenses 1.597 2 1,522 2
Frandulent Activaties 1.390 2 1,373 2
Forgery 1414 2 1,208 2
Honncide 836 1 865 1
Stolen Property 802 1 702 1
Traffic Offenes 800 1 511 1
Qbstructing Police 42 1 439 1
Kidnapping 422 G 446 1
Health Safety 482 1 315 0

415 v 197 0

|



» Current data and research points to the Southern border with
Mexico as the key entry point for illegal activity including
terrorism, drugs and human trafficking.

» Approximately 30-40% who enter the U.S. illegally are non
Mexican hispanics, asian, european, canadian, middle eastern,
african and etc.

» While the nation only saw a 17.2% increase in immigrant
population overall, Mississippi’s immigrant population grew
148.7% - Highest rate of any state in the nation (Pre-Katrina
Numbers (Research conducted in May 2005).

» Mississippi Department of Corrections (DOC) estimates that it
costs approximately $36.54 per inmate/day, excluding medical
COsts.

» DOC relies on “self-reported” system for federal
reimbursement.



Senate Bill 2897

» Require labor used on public works to be
performed by workmen and laborers who are
legal citizens of the united states or legal
aliens,

» Require public work contracts to include a
provision requiring the contractor to be in
compliance with federal and state laws,

» Revise the penalty for violating the above
mentioned labor requirements on public works,

» Require certain agencies to adopt rules and
regulations to carry out these proposals, and

» Creating a new code section requiring labor
used under public contracts of any kind to be
performed only by workmen and laborers who
are legal citizens of the United States or who
are legal aliens.



House Bill 1379

» Referred to as “The Mississippi Employment
Protection Act of 2007,”

» Requires employer to verify employee status,

» Imposes penalties on employer if violation is

determined,

» Require labor used on public works to be
performed by workmen and laborers who are
legal citizens of the united states or legal aliens,

» Stronger penalties for fraudulently

altered/obtained driver’s license for securing

employment,

» Creates a Task Force that studys current and

existing law, makes finding and

recommendations, report information to the

legislature.
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Commercial Mobile

Service Board Review

» Currently reviewing
the financials, policies,
and procedures of the
CMRS Board which
oversees the collection

of the E-911 cell phone
fee.

Radio




Limited Scope of the MS Department of Health’s

Emergency Services Operating Fund Report

» Finding: The Department of Health’s
Burcau of EMS broadly construes the
definition of administrative costs. This allows
them to spend EMS dollars on the broad
Bureau activities.

a4 .
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» Recommendation: If the intent of the
Legislature is that the EMSOF money should
be redistributed to eligible local governments,
and administrative expenses should confined
to costs associated with such redistribution,
then the law should be clarified.






Phil Bryant

State Auditor

501 N. West Street
Suite 801, Woolfolk Building

Jackson, MS 39201
Phone: (601) 576-2800
Toll Free: (800) 321-1275




